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1
Decision/action requested

This contribution proposes text for gNB-CU-CP test cases from TS 33.501 for TS 33.742.
2
References

[1]
draft TS 33.742 v0.1.0 (S3-221201)
3
Rationale

This contribution contains proposed changes for the gNB-CU-CP for TS 33.742. The justification for the changes is covered in S3-221819.
4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the draft CR to TS 33.742 for gNB-CU-CP.
**** START OF CHANGES ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.117: "Catalogue of general security assurance requirements".

[3]
3GPP TS 33.117: "Catalogue of general security assurance requirements"

[4]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".

[5]
3GPP TS 38.401: "NG-RAN; Architecture description".
[aa]
3GPP TS 33.501 (Release 15): "Security architecture and procedures for 5G system".

[bb]
3GPP TS 33.511: "Security Assurance Specification (SCAS) for the next generation Node B (gNodeB) network product class".

[cc]
3GPP TS 33.216: "Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class".
**** NEXT CHANGE ****

5.2
Security functional adaptations of requirements and related test cases

5.2.1
Introduction
The present clause contains gNB-CU-CP-specific security functional adaptations of requirements and related test cases. Many of the security functional requirements are directly inherited from the gNB product class.
5.2.2
Requirements and test cases deriving from 3GPP specifications 
5.2.2.1
Security functional requirements on the gNB-CU-CP deriving from 3GPP specifications – TS 33.501 [aa]

5.2.2.1.1
Security functional requirements inherited from gNB

The security functional requirements in the following clauses of TS 33.511 [bb] apply to the gNB-CU-CP by changing the gNB to gNB-CU-CP for the entity under test in the test cases: 

· 4.2.2.1.1
Integrity protection of RRC-signalling;

· 4.2.2.1.4
RRC integrity check failure;

· 4.2.2.1.6
Ciphering of RRC-signalling;

· 4.2.2.1.9
Replay protection of RRC-signalling;

· 4.2.2.1.12
AS algorithms selection;

· 4.2.2.1.13
Key refresh at the gNB;

· 4.2.2.1.14
Bidding down prevention in Xn-handovers; 

· 4.2.2.1.15
AS protection algorithm selection in gNB change;

· 4.2.2.1.18
Key update at the gNB on dual connectivity; and 

· 4.2.2.1.19
UP security activation in Inactive scenario.

5.2.2.1.2
Ciphering of user data based on the security policy sent by the SMF

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.10 of TS 33.511 [bb] but modified as the gNB-CU-CP informs both the gNB-CU-UP and UE to use a non-NULL ciphering algorithm. 

Requirement Name: Ciphering of user data based on the security policy sent by the SMF
Requirement Reference: TS 33.501 [aa], clause 5.3.2

Requirement Description: "The gNB shall activate ciphering of user data based on the security policy sent by the SMF" as specified in TS 33.501 [aa], clause 5.3.2.

Threat References: TR 33.926 [4], clause D.2.2.8 – Security Policy Enforcement.

Test Case:

Test Name: TC-UP-DATA-CIP-SMF-CU-CP
Purpose: To verify that the user data packets are confidentiality protected based on the security policy sent by the SMF via AMF
Pre-Condition: 

-
The gNB-CU-CP network product shall be connected in emulated/real network environments. The UE and the 5GC may be simulated.
-
The tester shall have access to the NG RAN air interface.

-
The tester shall have knowledge of the RRC and UP ciphering algorithm and protection keys.

-
RRC ciphering is already activated at the gNB-CU-CP.

Execution Steps: 

1.
The tester triggers PDU session establishment procedure by sending PDU session establishment request message. 

2.
Tester shall trigger the SMF to send the UP security policy with ciphering protection "required" to the gNB-CU-CP.

3. 
The tester shall capture the Bearer Context Setup Request message sent to the gNB-CU-UP over the E1 interface.

4. 
The tester shall decrypt the Bearer Context Setup Request message.

3.
The tester shall capture the RRC connection reconfiguration procedure between gNB-CU-CP to UE over NG RAN air interface. And filter the RRC connection reconfiguration message sent by gNB-CU-CP to UE.

4.
The tester shall decrypt the RRC connection Reconfiguration message and retrieve the UP ciphering protection indication presenting in the decrypted message.

Expected Results:  

Both the messages indicate that ciphering is to be used.

Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

5.2.2.1.3
Integrity of user data based on the security policy sent by the SMF

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.10 of TS 33.511 [bb] but modified as the gNB-CU-CP informs both the gNB-CU-UP and UE to use a non-NULL integrity algorithm. 

Requirement Name: Integrity of user data based on the security policy sent by the SMF
Requirement Reference: TS 33.501 [aa], clause 5.3.2

Requirement Description: "The gNB shall provide integrity protection of user data based on the security policy sent by the SMF" as specified in TS 33.501 [aa], clause 5.3.2.

Threat References: TR 33.926 [4], clause D.2.2.8 – Security Policy Enforcement.

Test Case:

Test Name: TC-UP-DATA-INT-SMF-CU-CP
Purpose: To verify that the user data packets are integrity protected based on the security policy sent by the SMF.
Pre-Condition: 

-
The gNB-CU-CP network product shall be connected in emulated/real network environments. The UE, gNB-CU-UP and the 5GC may be simulated.
-
The tester shall have access to the NG RAN air interface and E1 interface.

-
The tester shall have knowledge of the integrity algorithm and protection keys.

-
RRC integrity is already activated at the gNB.

Execution Steps: 

1.
The tester triggers PDU session establishment procedure by sending PDU session establishment request message. 

2.
Tester shall trigger the SMF to send find the UP security policy with integrity protection is "required" to the gNB.

3. 
The tester shall capture the Bearer Context Setup Request message sent to the gNB-CU-UP over the E1 interface.

4. 
The tester shall decrypt the Bearer Context Setup Request message.

5.
The tester shall capture the RRC connection reconfiguration message sent by gNB-CU-CP to UE over NG RAN air interface.

6.
The tester shall decrypt the RRC connection reconfiguration message and retrieve the UP integrity protection indication presenting in the decrypted message.

Expected Results:  

Both the messages indicate that integrity protection is to be used.

Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

5.2.2.1.4
Control plane data confidentiality protection over N2/Xn/F1-C/E1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.16 of TS 33.511 [bb] but modified as the CU-CP supports the E1 interface. 

Requirement Name: Control plane data confidentiality protection over N2/Xn/F1-C/E1 interface
Requirement Reference: TS 33.501 [aa], clauses 5.3.9, 9.2 and 9.4

Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection.", "The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected.", "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [aa], clauses 5.3.9, 5.3.10, 9.2 and 9.4.  
Threat References: TR 33.926 [4], clause D.2.2.1 – Control plane data confidentiality protection.

Test Case: the test case in subclause 4.2.2.1.1 of TS 33.216 [cc]
5.2.2.1.5
Control plane data integrity protection over N2/Xn/F1-C/E1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.17 of TS 33.511 [bb] but modified as the CU-CP supports the E1 interface. 

Requirement Name: Control plane data integrity protection over N2/Xn/F1-C/E1 interface
Requirement Reference: TS 33.501 [aa], clauses 5.3.9, 9.2 and 9.4

Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection.", "The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected.", "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [aa], clauses 5.3.9, 5.3.10, 9.2 and 9.4.  
Threat References: TR 33.926 [4], clause D.2.2.2 – Control plane data integrity protection.

Test Case: the test case in subclause 4.2.2.1.2 of TS 33.216 [cc].
**** END OF CHANGES ****

